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ABSTRACT

A Koblitz curve E, is defined over field Fom. Let 7 = (71)17# where
a € {0,1} denotes the Frobenius endomorphism from the set E(Fzm) to
itself. It can be used to improve the performance of computing scalar
multiplication on Koblitz Curves. In this paper, another version of for-
mula for 7 = ry,, + s, 7 where 7, and s,, are integers is introduced.
Through this approach, we discover an alternative method to find the
number of points through the curve E,.
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1. Introduction

Elliptic Curve Cryptography (ECC) was discovered by (Koblitzl [1987). El-

liptic curve based schemes have scalar multiplication (SM) as the dominant
operation on it. Let P and @ be the point on Koblitz Curve. SM is the
repeated addition of a point along the curve up to n times and denoted as
nP =P+ P+ ---+ P for some scalar n such that nP = (). Frobenius endo-
morphism can be used to improve the performance of computing SM on Koblitz
curves. Koblitz curves are defined over Fy as follows:

Eo: v 4+ay=a3+az?+1

where a € {0,1} as suggested by [1992). The Frobenius map 7 :
E.(Fym) = E,(Fam) for a point P = (x,y) on E,(Fym) is defined by 7(x,y) =
(22,9?%),7(c0) = 0o where oo is the point at infinity. It stands that (72 +2)P =
tr(P) for all P € E,(Fym) and the trace of Frobenius map is t = (—1)172,

The 7-NAF proposed by is one of the most efficient algorithm

to compute SM on Koblitz curves.

To proceed the discussion of this paper, the following definitions that can
be found in (Ali et al., [2017), (Hankerson et al.l 2006), (Hazewinkel, [1994),
Koblitz, [1987), (Solinas, 1997), (Suberi et al., 2016), (Yunos et al., [2015a),
Yunos et al., 2014b), (Yunos et al., 2015b) and Hadani and Yunos| (2018) will
be applied.

Definition 1.1. An element of the ring Z(7) is defined as r+st wherer,s € Z.

Definition 1.2. A 7-adic Non-Adjacent Form (TNAF) of nonzero n of an
element of Z(7) is defined as TNAF(n) = Ei;(l) c; 7" where 1 is the length of the

expansion TNAF(n),c; € {—1,0,1},¢1-1 # 0 and ¢;ciy1 = 0.

Definition 1.3. A Reduced 7-adic Non-Adjacent Form (RTNAF) of nonzero
7 of an element of Z(7) is defined as RTNAF(n) = Zli:é e; in modulo T:L:ll
where [ is the length of the expansion RTNAF(7),c; € {—1,0,1},¢-1 # 0 and

CiCi+1 = 0.

The detail example on finding the TNAF and RTNAF can be refer to (Yunos|
land Suberi, |2018) and (Suberi et al., [2018).

Definition 1.4. Let N : Q(7) — Q the rational set as a function of norm. Let
a =1+ st an element Q(7). The norm of « is defined as N () = 12 +trs+ 2s>
where t = (—1)2=9) for a € {0,1}.
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Definition 1.5. Lucas sequence is a sequence of integers that can be used in
calculation of irrational quadratic numbers. Lucas sequence, U; and V; are
defined as follows;

Uy = 0U1=1and U, =tUc_1 —2U,_»o
for k > 2;

Vo = 2,Vi=tandV,=1tV,_1—2V._o
for k > 2;

Theorem from (Yunos et all [2014a) shown below will be applied in the
discussion of this paper.

Theorem 1.1. If ag =0,bg = 1,0y, = aym—1 + bm—1 and b,, = —2a,,—_1, then
T = bpt™ + apt™ T for m > 0.

generated the formula for 7™ = U,,7 —2U,,_; that to be is used
to find TNAF(72)mod (7™ — 1). (Yunos et al. 2014a) produced Theorem
as an alternative version for the formula 7. That is, if g = 0,90 = 1,2, =
Tm—1 + Ym—1 and Y, = —2Tm_1, then 7™ = Y, t™ + x,,t™ 7 for m > 0.

As a result, the process to convert the expansion of TNAF( Zi;:lo cmrm> into

an element of Z(7) became easier. Both 7 formulas that were produced by

(Solinas| [2000) and (Yunos et al.| [2014a) can be used to calculate the number

of points on the curve F,. The formulas are as follows ;

#Eo(Fom) = p-#Eu(F2)
where p > 2 is a prime ,
$Eu(Fpn) = 2"+1-V,,
#HE,(Fom) = N(" 1), (1)

Tm—1>

#Ea(F m) = #Ea(F 'm) . N( F_ 1

m—1
where |P| :N(T ),
T—1

#E (Fom) = b2 +202% + amby, + 1
—(2by, + @ )t™.

Formula N(Zi;:lo cmT™) = 12 + trs + 25 where r = Zﬁ;:lo Cmbmt™ and
s =31 Cnamt™! was applied by (Ali and Yunos, [2016) to find maximum

m=0
and minimum norms.
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In this paper, our approach is to introduce a;,, for 2 <i < WTH Subsequently,
alternative formula for 7™ is proposed. As a result, by using the new 7™, we
find the number of points that passes through the curve E,.

In the next section, we introduced alternative form of 7™ by proving the Propo-
sitions and hence provide alternative version differ from 7™ that was
introduced by (Solinas, [2000) and (Yunos et al., 2014al).

2. Alternative formula for 7

We begin with the identity of 72 = t7 — 2. We expand 7 for m € Z+t in
form of r,, + s,,7. For example, for m = 1 and m = 2, we obtain 7! = 0+ 17
and 72 = —2 + t7 respectively. We input the data onto Table [1] for value of
T and s, for m € {1,2,3,...,12} using the method of expansion of 7 identity.

Table 1: All r,, and s,,, of 7™ for 1 < m < 12

m | Tm Sm

1 ]0 1

2 | —2 t

3 | -2t 2 -2

4 | —2t2+4 13 — At

5 | —2t3 + 8¢ tt—6t2+4

6 | —2tT+12t7 -8 t° — 83 + 12t

7 | —2t° +166° — 24t 0 —10¢% + 24t — 8

8 | —2t5 +20t* — 48t% + 16 t7 — 12t° + 40t° — 32t

9 | —2¢7 + 24t — 80t% + 64t t8 — 14¢5 + 60t* — 802 + 16

10 | —2¢% + 28¢5 — 120t* + 160¢2 — 32 t9 — 16t7 + 84t° — 160t3 + 80¢

11 | —2t9 + 327 — 1685 + 320t° — 160¢ t10 — 18¢% + 1125 — 280¢* + 240¢2

—32

12 | —2tT0 4 36t% — 2240 + 560t* — 480¢2 | 11 — 20¢Y 4 144¢7 — 448t° + 560¢3

+64 —192t

Definition [2.1] was introduced through this table.

Definition 2.1.
Given 7 = 1y, + S, 7 is an element of Z(7) for any positive integer m. Let

a1,, = 1. We define a;,, is the coefficient in s,, expansion for i € {1,..., [ -1 }.

Next, we start with the generation of Table[2 By using Definition [2.1 and
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Table [ we disintegrate the s, of 7" for 1 < m < 12 as given in the following
table.

Table 2: s, of 7" for 1 < m < 12

Sy — 2211 a; ¢ 2T
m a1, 0T [ ag, 75 [ as, 70 | ag, 077 | a5, 070 | ag, 71T
1 1
2 1
3 1 —2
4 1 —4t
5 1 —6t2 4
6 1 —8t3 12t
7 1 —10¢* 242 -8
8 1 —12¢° 4083 —32¢
9 1 —14¢5 60t* —80¢2 16
10 1 —16t7 84t° —160¢3 80t
11 1 —18¢8 112¢% —280t% 240t2 —32
12 1 —20tY 144¢7 —448¢5 560t3 —192¢

From Table [2] we can observed the pattern of as,, for 1 < m < 12 to obtain
the general form of s,. We found that the sequence of
{ag,, }m=12 = {-2 —4 —6,-8,—10, 12,14, 16, —18, —20} canbe written

m=3

in the form of {(-1*7" iy (3-2) (-1D)*7' Gy (4-2),
17 Gy (5= 2), o (-1 )7 ghy (12 —2)} that s
as,, = (—1)2*1(2_21)! H?fg_z(m — 7). We obtained the following conjecture

from this pattern.

Conjecture 2.1. Sequence {as,, }=3° = {—2,—4,—6,—8,—10,...} has a gen-

m

eral formula of as,, = as — 2.

m—1

Followed by the following result for the purpose to proof argument in Lemma
2.2

Lemma 2.1. Ifas,, = a9 — 2, then the coefficient

m—1

ag = —Q(m - 2)

m

for any integer m > 3.

Proof. The proof of this lemma can be found in [Hadani and Yunos| (2018). O
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Now, we observe the sequence of {a3, }"=1% = {4,12,24,40,60,84,112,144}.
We identified that this sequence can be written in the form of {(—1)3~1 2" (5—

3-1)!
3) 6-4) , (17 Foy (6-3) 6-4), (DT E T34,

3— . . 3-1 _ .
(—1)* 1 E 5 (12 = 3)(12 — 4)} that is a5, = (—1)° 1 25 [[79 2(m — j).
From the pattern of the sequence that we obtained, we can conclude the general

form of a;,, as in the following Lemma.

Lemma 2.2. If a;,, = 1 then coefficient in s,, expansion is

g1 2
a;,, = (=1)"" G- ]Hzi(m_j)

for2§z'§mT+1andm22ifl.

Proof.
We prove by using mathematical induction as follows.
For i = 2, then
az, = —2(m —2) from Lemma 2]
g2-1 22
= (-1)*7! a=1) (m — j) is true.

j=2

Assume that i = k, then aj, = (—1)F~ 1(ik 11), H% 2(m — j) is true for 2 <
k< mt
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Now, let i =k + 1,

2(m—2k+1)(m— 2k
s = o (B i 20
2k—1 2k—2

0 gy [Lon=9)
i=k

2 (m—2k+1)(m — 2k)

(
<(_1)% m—k )
(
(

Qkfl
m(mf kEY(m— (k+1))

m—(k+2) - (m — (2k - 2)))

((71)%(771— QkT:i)](fm—Qk))
2k+171

((—1)k+171)m((m - (k+1))
(m—(k+2)---(m—(2k—-2))-
(

m— (2k—1))(m— (2(k+1) — 2)))

2(k+1)—2

2k+171 )
(m —j)

= (- (k+1—1)

j=k+1

Subsequently it is true for all integers i € N.l

Below is the propositions of s,, and 7, from 7™ = r,, + s, 7 which used
Lemma [2:2] to assist the proving of the proposition. These propositions will
bring out another version for the expansion of 7.

Proposition 2.1.
Given ™ = ry;, + ;7 is an element of Z(7) for any positive integer m. Let
s1 =1 and sg = t. If a;, from Lemma then the coefficient s,, can be
written as
L =5 ]
Sm = Z a;, M2 (2)
i=1

where a;,, =1 and m > 3.
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Proof. By mathematical induction we have the following
If m = 3, then from Table 2] we obtain

S3 = 2 — st
2 gy 2271 2
92-1 2(2)—2

= 1zt2+(—1)2—1m II -0

j=2
a13t2 + a23t
a13t372(1)+1 +a23t372(2)+1

L5

— E ai, t372i+1 .
=1

The hypothesis is true for m = 3.
Assume that if m = k, then

L5

sp = Z ai "% where a;, = 1 and k > 3 is true.
=1

Now, if m = k + 1, we can separate the proof into two different cases. That is
for k is an odd number (O) and k is an even number (F) as follows.
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For k € O,
L552)
E+1—-1 ko
= ¢ iy, ——————th 2
Skl ji: “h—2i+2
_ k—1 k—2
= t(alktk 1+akk—t’f3+akk 4t’“5+ 4

0 e k+1_Lk+1J b2 5541
L5 Jkk Lk+1J+2

lk 2 k — 2k 4

t M ..
9 +a3’“k—4 +--
. J?:tﬂ;:;ijfJ,tk 25442

L5 Jkk Lk+1J+2

= CL1kt + ag,

kE+1 k+2
By using a;, from Lemma [2.2) and since Lij = Lij

when k € O, we have the following.

3—1 —
(1 gy = 3= (g )" e+
k41 L 7
e R R LT

k+2 Rl b B W EERRIEEY
Tl (pgmrg)

22—1
— 1tk—2(1)+2 + (_1)2—1 (k _|_ 1 _ Q)tk_2(2)+2 +

(2-1)
)k 1 4RO
()T gk k1 - 4) +oot
141 L k+1+1 k141
RN Sl B 1— _
( ) (Lk+;+1j _ 1)!(k+ I_ 9 J)(k |_ 2 J)
k+1+1 k+1+1

e R R B (e T e i

2
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k+1—1 k+1-3 k+1-5
= a7 T ag, T T a4+

k4+1—2(| B )41
aLk+é+1Jk+1t

E4+1+41
[HE ]

— E k+1—2i+1
= aikJrlt +
i=1

Therefore, the hypothesis is also true for m = k 4+ 1 where k is an odd
number.
Now, we consider if k is even. That is, for k € F,

=5

k+1—i ponip k-2 2] 42
Sp+1 = ¢t E zkk 22+2t +aL¥Jk+1t 2
k—1 k—2
= (alkt + a3 — tk 2+a3kk74t’“‘4+--~+

k+1-— L%J Lo ktl k42
e L2 d k242 k—2] 35= |42
aL%Jkk_gtk;rlJ_Ff gzt

By using a;, from Lemma we have the following

- (”k =0T (22__1)!M<%>tk_2 *
3—-1 _
_pyLEt QL%H LAy LA
(D e e L= 5 -
k+2 k+1— &L oo ki1
(W)(lw)tm E: J)
k42 L%J_l
U g e = D e L)
it 2

(k —2|——]+2)
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2271 5 1 2371
(2—1)!(k_1)tk (=1 (3-1)!

ol* 5t -1 k+1 k+1
kL= =Dk = [——)])
(154 = 2 2

(k— LTJ *1)"'(/‘5+1*2(L?)J)
5211
ez k- L D - L)
T
k+2

(k—QLTJ +2)

(k —2)(k — 3)tk=°

= W+ (-1)*!

R (_1)L%J*1

+(_1)L%J—1

2—1
= k202 4 ()2t ZoT (k+1—2)th=2@+2 4
23-1 ,

(—1)3-1 G (k+1—=3)(k+1—4)rF20+2 4.4

Ebid1 ol -1 k+1+41 k+1+1
() Ik 1 = | ——— (k= [——))

([ 1) 2 2
k+1+1 k+1+1 bl ) 4o

(’f—LfJ—l)"'(lﬁ'l—%L 5 )| +2)tF 2

=1 g tk+173+a3k+ltk+175+.“+
12 M 4

A1y k41

A k+1+1
LB i

k4141
LB

_ § : k+1—2i+1
= aik+1t .
i=1

O
Proposition 2.1 is important as it will aid the proving of next proposition
for r,, in 7™ = r,, + St

Next, we will show the proving of proposition for r,, given 7" = r,, + $,, 7.

Proposition 2.2.
If s,, from Proposition then the coefficient r,,, can be written as

T = —28m—1 (3)

where a1, =1 and m > 3.
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Proof. By mathematical induction we have the following.
If m = 3, then from Table 2] we obtain

ry = —2t
= —2&12t
= —282.

The hypothesis is true for m = 3.
Assume that if m = k, then

r, = —2s,_1istruefor k—2:+1<0

14 |
— _ZZaik,ltk72l
i=1

is true for k > 3.

Now, if m = k + 1, we can separate the proof into two different cases. That is
for k is an even number (E) and k is an odd number (O) as follows.

For k € E,

k
& k—i k—2i

= -2t ip 1
s Zi:l G i1 1
k—2
— 9 k—2(1) _R=24 k22
t(alklt +a2k71k_2(2)+1t +
k-3 k—2(3) k— LgJ k—2] k|
L S, v L2l
a3k71k72(3)+1 + +G/L§Jk71k_2|_§J+1 2
k k+1
By using a;, from Lemma [2.2 and since L§J = L%J
when k € E, we have the following.
2-1
Prp1 = 2<1tk1+(1)21(2_1)'(k2)tk3+
13 2 3y (k1= 355 o 4
(3—-1)!
1o, 2l k+1 k+1 k+1
DRl o U Y ) M A Y S IO B V0 AU, S A
(O e L e 1= 2= 1552

ot ysin)
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—2( g, 7+ ag 57 ag 0 a2
k k k =18

L5

_9 Z aik+1,1tk+172i

i=1

—25541-1-

Therefore, the hypothesis is also true for m = k + 1 where k is an even

number.

Now, we consider if k is odd. That is, for k& € O,

Tk+1

i=1

L5) .
k=i peo k+1-2| k41 |
_2<tzaik‘1k—22‘+1t topep )t :

2271

ek~ 2)t" % 4+

-2 (h&’“ + (—=1)*!

(—1)>~* (323__1)! (k—3)(k—1-3)t""4... ¢+
ki_q gl5]-1 k k
(-1)Lz) m(k— ng)(k:—l— L§
k _o|k k1| ol -1
(=2l P ()

(k- "1 - 122

TSI
-2 (alktk‘l +ag, t" P tag P04 4

a e tk—ngJ‘H +a e tk—Q\.%H‘l
LZJk L 2 Jk

L5 ]

§ k+1—-23
-2 aik+1_1t
i=1

—28k11-1
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O

Proved Propositions [2.1] and [2.2] therefore resulted in the introduction of
Theorem [2.1] as a new version for the expansion of 7™.

Theorem 2.1. Let a;, = 1, then

m

L5 ] gi—1 2i=2
m m—2 _ i—l m—21
T = 2<t + Z( a1l )it )

L2 _
+<tm1 + ()"

Proof. We have

T = rp ST

—28m—1 + $,»7 from Proposition

L=3)

= -2 Z a;,, " 4 Z a;, t™ %! from Proposition

i=1
%J '_1 2i—-2
_ m—2 m—2i
S Cand ORI | CRIR
i=1 '
L‘IYL;IJ sl 2i—92
m—1 i—1 2 m—2i+1
e Z (-1) 1_1' gt 7 from Lemma 2.2

O

Below is the example to illustrate this version.
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Example 2.1. Consider m = 3 and let a;,, =1, then
1) gi-1 22
3 _  _of4t _qyi-1 3-2i
= 2<t +;( 1) W] )t )
124 o gim1 22
+<t2+ Z (_1)171 ' t4 21)7_
i=1 j
2
2t 4 (t2 —2][@3 —j))T
j=2

= 24 (t* - 2)7.

By introducing Theorem as a new properties for 77, hence we can calculate
the number of points using alternative method as follows ;

From [I] we have
BB (Fo) = N(™—1)
N(rpy + smm—1) by letting 7™ = ryp, + i 7
By Proposition [2.2] we obtain,
#E,(Fam) = N((=25m_1) + 87 — 1)
= (28m-1+1)* = t2sm_1 + s + 25
from Definition [[.4]

m—1 ] 9 m—1 )
= @Y @ T 1) (2w, 1)
=1 =1
( aimtm—2z+l) + 2( aimtm—2z+l>
i=1 =1

by Proposition

m—1 ‘12l1 2i—2 . 2
- (AZ e e 1)

=1
m—1 '_1 2i—2
—t 2( _1)i-t J)m= 2’) 1
( i:l( : (i —1) (-1t H ’
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m . 21 1 202 biid
—1)*— t’m i+
> (=1 il +

i=1

9 - i~ N m—2it1 :
<;(—1) (=] JH:i(m—J)t >
from Lemma 2.2] (4)
Example shown below is the illustration for #E,(Fam).
Example 2.2. Consider a field Fys with an elliptic curve
Fi:y? +ay=2a®+2%+1,

since the coefficient a = 1 is selected.
Now we can calculate the number of points that passes through this curve using

formula[]) .
2 gi—1 2i=2 2
<2 Z(i (t—1) (i—1)! H ) > B
2 91 2i—2
<2 Z(_ l (i—1) 11 ) )

S n )

The points are ( (100,011), (101,000), (110,011), (011,000), (001,101),
(111,111), (000,001), (111,000), (010,111), (011,011),(110,101),(101,101),
(100,111) ) and oo. Refer to (Yunos and Atan| [2016) on how to find these
points.

3. Conclusion

As a conclusion, we propose new method to discover the number of points
through  the curve FE, ie using 717 = + sp7 for

Tm
i—1
= S (1) g [T (m = e 2,
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